BAHCESEHIR UNIVERSITESI
KiSISEL VERILERIN KORUNMASI VE VERi MAHREMIYETI POLITIKASI
1. Ama¢

Bahgesehir Universitesi, kisisel verilerin korunmasim bireylerin temel hak ve zgiirliiklerinin,

ozel hayatin gizliliginin, kurumsal giivenin ve sorumlu veri yonetiminin ayrilmaz bir unsuru
olarak kabul eder.

Bu politikanin amaci; Bahgesehir Universitesi biinyesinde gerceklestirilen kisisel veri isleme
faaliyetlerinin 6698 sayil1 Kisisel Verilerin Korunmas: Kanunu ve ilgili ikincil diizenlemelere
uygun bicimde yiiriitiilmesine iligkin kurumsal yaklasimi, temel ilkeleri, gérev ve
sorumluluklar belirlemektir.

Bahgesehir Universitesi, kisisel verilerin egitim-6gretim, arastirma, toplumsal katki, idari,
akademik, operasyonel ve yonetsel siireclerde hukuka uygun, giivenli, seffaf, hesap verebilir
ve iglendikleri amagla baglantili, sinirh ve 6lciilii bicimde kullanilmasini esas alir.

Bu politika, Universitenin kisisel verilerin korunmasina iliskin iist diizey kurumsal
cercevesini olusturur. Uygulamaya iligkin operasyonel, hukuki ve teknik ayrintilar
Universitenin ilgili politika, prosediir, ydnerge, usul ve esaslari, rehberleri, sbzlesmeleri ve
diger kurumsal diizenlemeleriyle belirlenir.

2. Kapsam

2.1. Bu politika, Bahgesehir Universitesi tiizel kisiligi tarafindan veri sorumlusu veya veri
isleyen sifatiyla gerceklestirilen kisisel veri isleme faaliyetlerini kapsar.

Politika;

a) Tam ve yar1 zamanl akademik personeli,

b) Idari personeli,

c) Ogrencileri ve mezunlari,

¢) Aday 6grencileri,

d) Arastirmacilar1 ve proje personelini,

e) Misafir akademisyenleri ve arastirmacilari,

f) Stajyerleri ve bursiyerleri,

g) Danismanlari,

g) Universite adina hizmet sunan hizmet saglayici ve tageron personelini,
h) Komite, kurul ve jiiri calismalarina disaridan katilan kisileri,
1) Kampiis ziyaretgilerini,

i) Universite adina veya Universiteye ait verileri kullanarak faaliyet yiiriiten diger gercek ve
tiizel kisileri

kapsar.



2.2.0grencilerin egitim, arastirma, proje, staj, uygulama, toplumsal katki veya diger
faaliyetlerde Bahgesehir Universitesine ait ya da Universite tarafindan islenen kisisel verilere
eristigi veya bu verileri kullandig1 durumlar bu politika kapsamindadir.

2.3.Kisilerin, KVKK’nin 28. maddesinin 1. fikrasinin (a) bendi uyarinca tamamen
kendileriyle veya ayni konutta yasayan aile fertleriyle ilgili faaliyetleri cercevesinde
gerceklestirdikleri kisisel veri isleme faaliyetleri bu politikanin kapsami disindadir. Ancak
ilgili kisilerin, Universitenin veri sorumlulugunda bulunan veya Universite siirecleri
kapsaminda erisim sagladiklan kisisel verileri kurumsal amag ve yetkileri disinda islemeleri,
bu politikanin ve ilgili kurumsal diizenlemelerin ihlali niteligindedir.

2.4.Ayn tiizel kisilige sahip kuruluslar bu politikanin dogrudan kapsaminda degildir. Bu
kuruluglarla yiiriitiilen faaliyetlerde taraflarin veri sorumlusu veya veri isleyen sifatlari, kisisel
veri igleme faaliyetinin niteligine gore belirlenir ve gerekli s6zlesmelerle diizenlenir.

3. Temel Yaklasim ve ilkeler

Bahgesehir Universitesi, kisisel verilerin korunmasim yalmzca bilgi teknolojileri veya hukuki
uyum konusu olarak degerlendirmez. Kisisel verilerin korunmasi, Universitenin akademik ve
idari siireclerinin tamaminda ortak sorumluluk gerektiren kurumsal bir yonetim alanidir.
Bahgesehir Universitesi, kisisel verilerin islenmesinde asagidaki temel ilkeleri benimser:

3.1. Hukuka ve Diirustliikk Kurallarina Uygunluk

Kisisel veriler, Kisisel Verilerin Korunmasi Kanunu, ilgili ikincil diizenlemeler ve
Universitenin kurumsal diizenlemelerine uygun bigimde islenir. Veri igleme faaliyetlerinde
ilgili kisilerin haklar1 ve makul beklentileri gozetilir.

3.2. Dogruluk ve Giincellik

Kisisel verilerin dogru ve gerektiginde giincel olmasi esas alinir. Eksik veya yanlis oldugu
tespit edilen verilerin diizeltilmesine yonelik gerekli siirecler yiirtitiiliir.

3.3. Belirli, Acik ve Mesru Amaclar icin isleme

Kisisel veriler, 6nceden belirlenmis, acik ve mesru amaclar dogrultusunda islenir. Verilerin
belirlenen amaclarla bagdasmayan bigimde kullanilmamasi esastir.

3.4. Islendikleri Amacla Baglantih, Simirh ve Olgiilii Olma

Kisisel veriler, isleme amacinin gerektirdigi 6lciide toplanir, kullanilir ve saklanir. Kisisel
verilere erisim, gorev, yetki ve kurumsal ihtiyaclarla sinirlandirilir.

3.5. Gerekli Siire Kadar Muhafaza

Kigisel veriler, ilgili mevzuatta 6ngoriilen veya isleme amacinin gerektirdigi siire boyunca
saklanir. Saklama siiresi sona eren kisisel veriler, ilgili kurumsal diizenlemeler dogrultusunda
silinir, yok edilir veya anonim hale getirilir.

3.6. Seffafhik

flgili kisiler, kisisel verilerinin islenme amaglari, hukuki sebepleri, toplanma yéntemleri ve
aktarilabilecegi alic1 gruplar1 hakkinda acik ve anlasilir bicimde bilgilendirilir.

3.7. Hesap Verebilirlik



Universite, kisisel veri isleme faaliyetlerinin Kisisel Verilerin Korunmasi Kanunu ve ilgili
kurumsal diizenlemelere uygunlugunu gosterecek kayitlari, envanterleri, sozlesmeleri ve diger
kurumsal belgeleri olusturur ve giincel tutar.

3.8. Gizlilik, Biitiinliik ve Erisilebilirlik

Kisisel verilerin yetkisiz erisim, aciklama, degistirme, kayip, bozulma veya imhaya karsi
korunmasi icin uygun teknik ve idari tedbirler alinir.

Bu politika bir aydinlatma metni degildir. Belirli kisisel veri isleme faaliyetlerine iliskin
aydinlatma metinleri, ilgili faaliyetin niteligi ve Kisisel Veri isleme Envanterindeki giincel
bilgiler esas alinarak ayrica hazirlanir.

4. Kisisel Verilerin islenmesi ve Kisisel Veri isleme Envanteri

4.1. Bahgesehir Universitesi, kisisel verileri yalmzca Kisisel Verilerin Korunmas1 Kanununda
diizenlenen Kisisel Verilerin Islenme Sartlarindan veya hukuki sebeplerden en az birinin
bulunmasi halinde igler.

4.2. Agik riza, kisisel veri islemenin tek veya varsayilan hukuki sebebi degildir. Isleme
faaliyetinin bagka bir hukuki sebebe dayanmasi miimkiin oldugunda ilgili isleme sart1 esas
alinir. Acik riza, yalmzca faaliyetin niteligi veya mevzuat geregi ihtiya¢ duyulan durumlarda
alinir.

4.3. Universitenin kisisel veri igsleme faaliyetleri Kisisel Veri Isleme Envanterinde kayit altina
alinir. Envanter; aydinlatma metinlerinin, saklama ve imha siireclerinin, veri aktarim
diizenlemelerinin ve kisisel veri yonetimine iligkin diger kurumsal uygulamalarin temel
kaynagidir.

4.4. Akademik ve idari birimler, kendi faaliyet alanlarindaki kisisel veri isleme siireclerinin
dogru ve giincel bicimde envantere yansitilmasina katki saglar.

4.5. Yeni veya 6nemli 6lciide degisen veri isleme faaliyetleri, sistemler, yazilimlar, dijital
platformlar, arastirma projeleri, yapay zeka uygulamalar: ve dis hizmet alimlar1 devreye
alinmadan once ilgili mevzuat, bilgi giivenligi ve kurumsal sorumluluklar bakimindan
degerlendirilir.

5. Ilgili Kisilerin Haklar

5.1. Ilgili kisilerin, 6698 sayih Kisisel Verilerin Korunmas1 Kanunu ve ilgili mevzuat
kapsaminda taninan tiim haklar1 sakhdur.

5.2. Ilgili kisiler, kisisel verilerinin islenmesine iliskin haklarini, ilgili mevzuatta éngoriilen
usul ve esaslar cercevesinde Universiteye bagvurarak kullanabilir.

5.3. Bagvurular, kvkk@bau.edu.tr adresi veya Universite tarafindan ilan edilen diger bagvuru
kanallar iizerinden iletilebilir.

5.4. Tlgili kisi bagvurularimin hukuki degerlendirmesi ve yamtlanmasi Veri Sorumlusu adina
Hukuk Miisavirligi koordinasyonunda yiiriitiiliir. Bagvurularin teknik tespiti, sistem
kayitlarinin incelenmesi ve operasyonel siireclerin yiiriitiilmesinde Bilgi islem Daire
Baskanlig1 ve ilgili akademik/idari birimler gerekli bilgi ve belge destegini saglar.

5.5. Bagvurular, ilgili mevzuatta 6ngoriilen usul ve siireler icerisinde sonuclandirilir.
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6. Universite Faaliyetlerinde Kisisel Verilerin Korunmasi
6.1. Egitim-Ogretim Siirecleri

6.1.1. Ogrencilere ait kisisel veriler; kayit, egitim-6gretim, 6lgme-degerlendirme, akademik
danismanlik, destek hizmetleri, staj, mezuniyet ve diger akademik siireclerin yiiriitiilmesi
amaciyla ve bu siireclerin gerektirdigi ol¢iide islenir.

6.1.2. Ogrenci verileri yetkisiz kisilere aciklanamaz, kurumsal amag diginda kullamlamaz ve
Universite tarafindan onaylanmamus sistemlere aktarilamaz.

6.1.3. Ogretim elemanlar ve dgrenciler; ders, smav, ddev, proje, tez, staj ve diger akademik
faaliyetlerde kisisel verilerin korunmasina iligkin ytikiimliiliiklere uyar.

6.2. Arastirma Siirecleri

6.2.1. Arastirma faaliyetlerinde kullanilan kisisel veriler; bilimsel etik, arastirma biitiinliig,
ilgili kisi haklari, veri giivenligi ve gerekli etik kurul siirecleri gozetilerek islenir.

6.2.2. Arastirma yiiriitiiciileri, arastirma kapsaminda islenen kisisel verilerin hukuka
uygunlugu, giivenligi, erisim yetkileri, saklanmasi ve arastirma sona erdiginde yapilacak
islemler bakimindan sorumluluk tagir.

6.2.3. Ortak arastirma faaliyetlerinde taraflarin veri sorumlusu veya veri isleyen sifatlar ile
kisisel verilere iliskin gorev ve yiikiimliiliikleri s6zlesmelerle belirlenir.

6.3. Idari, Operasyonel ve Yonetsel Siirecler

6.3.1. Caligan, 6grenci, mezun, aday 6grenci, ziyaretci, tedarik¢i ve diger ilgili kisilere ait
veriler; Universitenin insan kaynaklari, 6grenci hizmetleri, mali isler, giivenlik, iletigim,
sOzlesme yonetimi, kalite giivencesi ve diger kurumsal faaliyetlerinin yiiriitiilmesi amaciyla
islenebilir.

6.3.2. Kisisel veriler yalnizca yetkilendirilmis kisiler tarafindan ve gérevle sinirli olarak
kullanilir. Kisileri 6nemli 6l¢iide etkileyen akademik, idari ve yonetsel kararlarda nihai
degerlendirme ve sorumlulugun yetkili kisilerde bulunmasi esastir.

6.4. Hassas Veriler ve Ozel Koruma Gerektiren Faaliyetler

6.4.1. Hassas verilerin ve kisilerin temel hak ve 6zgiirliikleri tizerinde 6nemli etki
dogurabilecek kisisel veri isleme faaliyetlerinin ytiriitiilmesinde daha siki teknik, idari ve
hukuki tedbirler uygulanir.

6.4.2. Hassas verilere erisim, yalnizca gorevi geregi erismesi gereken yetkili kisilerle
sinirlandirilir.

6.4.3. Kapsamli izleme, profilleme, miinhasiran otomatik sistemler vasitasiyla analiz, biiyiik
olcekli veri isleme ve benzeri faaliyetler uygulanmadan 6nce ilgili kurumsal birimlerin
degerlendirmesine tabi tutulur.

7. Veri Giivenligi, Saklama ve Imha
7.1.1. Bahgesehir Universitesi, kisisel verilerin hukuka aykir1 olarak islenmesini veya kisisel

verilere hukuka aykir olarak erisilmesini énlemek ve kisisel verilerin giivenli bicimde
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muhafazasini saglamak amaciyla uygun giivenlik diizeyini temin etmeye yonelik gerekli
teknik ve idari tedbirleri alir.

7.1.2. Kisisel verilerin gizliligi, biitlinliigii ve erisilebilirligi; goérev ve yetkilendirme esash
erisim, kurumsal bilgi giivenligi uygulamalari, kayit ve izleme mekanizmalar ile korunur.

7.1.3. Teknik ve operasyonel giivenlik tedbirleri, Universitenin bilgi giivenligi, erisim, cihaz,
ag, veri tabani, tedarikci, saklama ve imha diizenlemeleriyle belirlenir.

7.1.4. Kisisel veriler, ilgili mevzuatta 6ngoriilen veya isleme amacinin gerektirdigi siire
boyunca muhafaza edilir. isleme sartlarinin ve saklama gerekliliginin ortadan kalkmasi
halinde kisisel veriler ilgili diizenlemelere uygun olarak silinir, yok edilir veya anonim hale
getirilir.

8. Veri Isleyenler, Uciincii Taraflar ve Yurt Disina Aktarim

8.1.1. Bahgesehir Universitesi, faaliyetlerini yiiriitiirken veri isleyenlerden, alt veri
isleyenlerden, iiciincii taraf hizmet saglayicilardan ve bulut hizmet saglayicilarindan hizmet
alabilir.

8.1.2. Universite adina kisisel veri isleyen taraflarin goérev, yetki, gizlilik, giivenlik, veri ihlali
bildirimi, alt veri igleyen kullanimi ve hizmetin sona ermesine iligkin yiikiimliiliikleri
sozlesmelerle diizenlenir.

8.1.3. Ugiincii taraf hizmet saglayicilar, kisisel verilere erisim saglamadan énce kurumsal
uyum ve gilivenlik degerlendirmesine tabi tutulur.

8.1.4. Kisisel verilerin yurt disina aktarilmasi, KVKK’nin 9. maddesi ve ilgili ikincil mevzuat
uyarinca; oncelikle Kisisel Verileri Koruma Kurulu tarafindan verilen Yeterlilik Karari’nin
bulunmasi, Yeterlilik Karari’nin bulunmamasi halinde Uygun Giivencelerden (Standart
Sozlesme, Baglayic1 Sirket Kurallari vb.) birinin saglanmasi veya kanunda sayilan arizi
durum istisnalarinin varhig: halinde gerceklestirilir.

8.1.5. Universite biinyesinde kullamlan bulut ve dijital platformlarin verileri yurt digindaki
sunucularda barindirmas: durumunda, KVKK Madde 9'da 6éngoriilen hukuki aktarim
mekanizmalar tesis edilmeden ve gerekli giivenlik tedbirleri alinmadan séz konusu hizmetler
kullanima alinamaz.

9. Veri fhlalleri, Basvurular ve Sikayetler

9.1.1. Kigisel verilerin yetkisiz kisilerce elde edilmesi, aciklanmasi, degistirilmesi,
kaybolmasi, erisilemez hale gelmesi veya hukuka aykir bigcimde islenmesi veri ihlali
kapsaminda degerlendirilir.

9.1.2. Veri ihlali veya veri ihlali siiphesi tespit edildiginde durum, derhal ve gecikmeksizin
yazili olarak Bilgi Islem Daire Bagkanhigina ve Hukuk Miisavirligine bildirilir.

9.1.3. Veri ihlallerinin teknik inceleme, erisim kisitlama ve kok neden analizi siirecleri Bilgi
islem Daire Baskanligi; hukuki degerlendirme siiregleri ise Hukuk Miisavirligi tarafindan
koordineli bi¢cimde yiiriitiilir.



9.1.4. Veri ihlali bildirimleri ilgili mevzuatta 6ngoriilen usul ve siireler icinde gerceklestirilir.
Ilgili kisi bagvurulari, veri ihlalleri, sikdyetler ve diizeltici faaliyetler kayit altina alimr ve
izlenir.

10. Yonetisim ve Sorumluluklar

10.1. Bu politikanin kurumsal sahibi Rektorliiktiir. Rektorliik, kisisel verilerin korunmasina
iligkin iist yonetim gozetimini saglar ve politikanin uygulanmasi icin gerekli kurumsal
koordinasyonun yiiriitiilmesini gozetir.

10.2. Bilgi Islem Daire Baskanligi, politikanin giinliik teknik ve operasyonel
koordinasyonunu yiiriitiir; kisisel veri giivenligi, bilgi sistemleri, Kisisel Veri isleme
Envanteri, teknik incelemeler, veri ihlalleri ve ilgili kisi bagvurularinin teknik boyutlarina
iligkin siiregleri koordine eder.

10.3. Hukuk Miisavirligi, Kisisel Verilerin Korunmasi Kanununa iligkin hukuki
degerlendirme ve uyum siireclerini yiiriitiir; ilgili kisi bagvurulari, aydinlatma ve agik riza
metinleri, kigisel veri isleme ve aktarim sézlesmeleri, veri ihlali bildirimleri, yurt disina
aktarim ve uyusmazlik siireclerinin hukuki boyutlarim degerlendirir.

10.4. Akademik ve idari birimler, kendi gorev alanlarindaki kisisel veri isleme faaliyetlerinin
hukuka uygun, dogru, giincel, sinirli ve 6l¢iilii bicimde yiiriitiilmesinden; siireclere iligkin
bilgilerin Kisisel Veri isleme Envanterine aktarilmasindan ve ilgili birimlerle is birligi
yapilmasindan sorumludur.

10.5. Birim yoneticileri; personelin politika ve ilgili diizenlemeler hakkinda
bilgilendirilmesini, gérev ve erisim yetkilerinin giincel tutulmasini ve risk veya ihlallerin
zamaninda bildirilmesini saglar.

10.6. Politika kapsamindaki tiim kisiler; kisisel verilere yalmzca yetkili olduklar: faaliyetler
kapsaminda erismek, kisisel verileri yetkisiz kisilerle paylasmamak, Universitenin belirledigi
giivenlik kurallarina uymak ve veri ihlali veya ihlal siiphesini gecikmeksizin bildirmekle
yliktimliidiir.

10.7. Gizlilik ve kisisel verilerin korunmasina iligkin yiikiimliiliikler, Universiteyle ¢alisma,
Ogrenim, proje veya hizmet iliskisinin sona ermesinden sonra da devam eder.

11. Egitim, Izleme ve Siirekli Tyilestirme

11.1. Bahgesehir Universitesi, kisisel verilerin korunmasina iliskin kurumsal farkindaligin ve
yetkinligin gelistirilmesi amaciyla diizenli egitim ve bilgilendirme ¢alismalar yiriitiir.

11.2. Egitimlerin kapsami ve siklig; kisilerin gorevleri, isledikleri veri tiirleri, erisim yetkileri
ve faaliyetlerin tasidig1 riskler dikkate alinarak belirlenir.

11.3. Universite; Kisisel Veri Isleme Envanterini, ilgili kisi bagvurularini, veri ihlallerini,
saklama ve imha stireclerini, ticiincii taraf iligkilerini, yurt disina veri aktarimlarini ve egitim
faaliyetlerini diizenli olarak izler ve degerlendirir.

11.4. izleme, denetim, mevzuat degisiklikleri, kurumsal ihtiyaglar ve uygulama deneyimleri
dogrultusunda ilgili politikalar, prosediirler, s6zlesmeler ve uygulama siirecleri giincellenir.



11.5. Politika ihlalleri, olayin niteligine gére Universitenin 6grenci, personel, sozlesme,
disiplin ve bilgi giivenligi diizenlemeleri ¢cercevesinde degerlendirilir.

12. Taahhiit, Yiiriirliik ve Uygulama

12.1 Bahgesehir Universitesi, kisisel verilerin korunmasim kurumsal giivenin, akademik
0zgiirliiglin, arastirma biitiinl{igiiniin, 68renci ve calisan haklarinin ve sorumlu {iniversite
yonetiminin temel kosullarindan biri olarak kabul eder.

12.2. Universite; kisisel verilerin hukuka uygun, seffaf, giivenli ve hesap verebilir bigcimde
islenmesini, ilgili kisilerin haklarinin korunmasini ve veri koruma kiiltiiriiniin tiim akademik
ve idari stireclerde gelistirilmesini taahhiit eder.

12.3. Bu politika, Bahcesehir Universitesi Senatosu tarafindan onaylandig tarihte yiiriirliige
girer.

12.4. Bu politikanin kurumsal sahibi Rektorliiktiir.

12.5. Politikanin giinliik teknik ve operasyonel koordinasyonu Bilgi Islem Daire Baskanlig,
Kisisel Verilerin Korunmasi1 Kanununa iliskin hukuki degerlendirme siirecleri Hukuk
Miisavirligi tarafindan yiiriitiliir.

12.6. Politika; mevzuat degisiklikleri, kisisel veri isleme faaliyetlerindeki gelismeler,
kurumsal ihtiyaclar, denetim sonuglar1 ve uygulama deneyimleri dogrultusunda diizenli olarak
gozden gegirilir.

12.7. Bu politika kapsaminda ihtiya¢ duyulan operasyonel ayrintilar ve uygulama siirecleri,
Universite tarafindan gelistirilecek tamamlayic1 politika, yénerge, usul ve esas, prosediir,
rehber, sézlesme ve diger kurumsal diizenlemelerle belirlenebilir.

12.8. Bu politika ile Universitenin diger diizenlemeleri arasinda yorum farklilig1 olusmasi
halinde yiiriirliikteki mevzuat, Senato kararlar ve iist diizenleme niteligindeki Universite
politikalar1 esas alinir.



BAHCESEHIR UNIVERSITY
PERSONAL DATA PROTECTION AND DATA PRIVACY POLICY
1. Purpose

Bahgesehir University recognizes the protection of personal data as an integral element of
individuals’ fundamental rights and freedoms, the privacy of private life, institutional trust,
and responsible data governance.

The purpose of this Policy is to establish the University’s institutional approach, fundamental
principles, duties, and responsibilities regarding the conduct of personal data processing
activities within Bahcesehir University in compliance with the Personal Data Protection Law
No. 6698 and the relevant secondary legislation.

Bahcesehir University adopts the principle that personal data shall be used lawfully, securely,
transparently, accountably, and in a manner that is relevant, limited, and proportionate to the
purposes for which they are processed in teaching and learning, research, societal
contribution, administrative, academic, operational, and managerial processes.

This Policy establishes the University’s high-level institutional framework for the protection
of personal data. Operational, legal, and technical details relating to its implementation shall
be governed by the University’s relevant policies, procedures, directives, rules and principles,
guidelines, agreements, and other institutional regulations.

2. Scope
2.1.

This Policy applies to personal data processing activities carried out by the legal entity of
Bahcesehir University in its capacity as a data controller or data processor.

This Policy applies to:

a) Full-time and part-time academic staff,

b) Administrative staff,

c) Students and alumni,

¢) Prospective students,

d) Researchers and project personnel,

e) Visiting academics and researchers,

f) Interns and scholarship holders,

g) Consultants,

g) Service provider and subcontractor personnel providing services on behalf of the
University,

h) External participants in committee, board, and jury activities,

1) Campus visitors,

i) Other natural and legal persons carrying out activities on behalf of the University or using
data belonging to the University.

2.2,



This Policy applies where students access or use personal data belonging to Bahcesehir
University or processed by the University within the scope of education, research, projects,
internships, practical activities, societal contribution, or other activities.

2.3.

Pursuant to Article 28(1)(a) of the Personal Data Protection Law, personal data processing
activities carried out by individuals solely in relation to themselves or family members living
in the same household are outside the scope of this Policy.

However, the processing by such individuals, outside their institutional purposes and
authority, of personal data for which the University is the data controller or to which they
have access within the scope of University processes constitutes a violation of this Policy and
the relevant institutional regulations.

2.4.

Organizations with separate legal personality are not directly covered by this Policy. In
activities conducted with such organizations, the parties’ capacities as data controller or data
processor shall be determined according to the nature of the personal data processing activity
and regulated through the necessary agreements.

3. Fundamental Approach and Principles

Bahgesehir University does not regard the protection of personal data solely as an information
technology or legal compliance matter. Personal data protection is an area of institutional
governance requiring shared responsibility across all academic and administrative processes
of the University.

Bahgesehir University adopts the following fundamental principles in the processing of
personal data:

3.1. Lawfulness and Fairness

Personal data shall be processed in compliance with the Personal Data Protection Law, the
relevant secondary legislation, and the University’s institutional regulations. The rights and
reasonable expectations of data subjects shall be respected in personal data processing
activities.

3.2. Accuracy and Currency

Personal data shall be accurate and, where necessary, kept up to date. The necessary processes
shall be implemented to rectify personal data identified as incomplete or inaccurate.

3.3. Processing for Specified, Explicit, and Legitimate Purposes

Personal data shall be processed for predetermined, explicit, and legitimate purposes. Personal
data shall not be used in a manner incompatible with the purposes for which they were
collected.

3.4. Relevance, Limitation, and Proportionality to the Purpose of Processing



Personal data shall be collected, used, and retained only to the extent required for the purpose
of processing. Access to personal data shall be limited according to duties, authority, and
institutional requirements.

3.5. Retention for the Necessary Period

Personal data shall be retained for the period prescribed by the relevant legislation or required
by the purpose of processing. Personal data whose retention period has expired shall be
deleted, destroyed, or anonymized in accordance with the relevant institutional regulations.

3.6. Transparency

Data subjects shall be informed in a clear and understandable manner about the purposes and
legal grounds of personal data processing, the methods of collection, and the recipient groups
to which their personal data may be transferred.

3.7. Accountability

The University shall establish and maintain up-to-date records, inventories, agreements, and
other institutional documents demonstrating that its personal data processing activities comply
with the Personal Data Protection Law and the relevant institutional regulations.

3.8. Confidentiality, Integrity, and Availability

Appropriate technical and administrative measures shall be taken to protect personal data
against unauthorized access, disclosure, alteration, loss, corruption, or destruction.

This Policy is not a privacy notice. Privacy notices relating to specific personal data
processing activities shall be prepared separately, based on the nature of the relevant activity
and the current information contained in the Personal Data Processing Inventory.

4. Processing of Personal Data and the Personal Data Processing Inventory
4.1.

Bahcesehir University shall process personal data only where at least one of the personal data
processing conditions or legal grounds set out in the Personal Data Protection Law exists.

4.2,

Explicit consent is not the sole or default legal ground for processing personal data. Where a
processing activity may rely on another legal ground, the relevant processing condition shall
be applied. Explicit consent shall be obtained only where required by the nature of the activity
or the applicable legislation.

4.3.

The University’s personal data processing activities shall be recorded in the Personal Data
Processing Inventory. The Inventory constitutes the primary source for privacy notices,
retention and disposal processes, data transfer arrangements, and other institutional personal
data management practices.

4.4.

10



Academic and administrative units shall contribute to ensuring that the personal data
processing activities within their respective areas of responsibility are accurately and currently
reflected in the Inventory.

4.5.

New or substantially modified data processing activities, systems, software, digital platforms,
research projects, artificial intelligence applications, and outsourced services shall be assessed
in terms of the applicable legislation, information security, and institutional responsibilities
before they are put into use.

5. Rights of Data Subjects
5.1.

All rights granted to data subjects under the Personal Data Protection Law No. 6698 and the
relevant legislation are reserved.

5.2.

Data subjects may exercise their rights concerning the processing of their personal data by
applying to the University in accordance with the procedures and principles prescribed by the
applicable legislation.

5.3.

Applications may be submitted through kvkk@bau.edu.tr or through other application
channels announced by the University.

5.4.

The legal assessment of and response to data subject applications shall be coordinated by the
Office of Legal Counsel on behalf of the Data Controller. The Information Technologies
Department and the relevant academic or administrative units shall provide the necessary
information and documentation for technical verification, examination of system records, and
the conduct of operational processes.

5.5.

Applications shall be concluded within the procedures and time limits prescribed by the
applicable legislation.

6. Protection of Personal Data in University Activities
6.1. Teaching and Learning Processes
6.1.1.

Students’ personal data shall be processed for the purposes of carrying out registration,
teaching and learning, assessment and evaluation, academic advising, support services,
internships, graduation, and other academic processes, and only to the extent required for such
processes.

6.1.2.
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Student data shall not be disclosed to unauthorized persons, used outside institutional
purposes, or transferred to systems not approved by the University.

6.1.3.

Academic staff and students shall comply with personal data protection obligations in
courses, examinations, assignments, projects, theses, internships, and other academic
activities.

6.2. Research Processes
6.2.1.

Personal data used in research activities shall be processed in accordance with scientific
ethics, research integrity, data subject rights, data security requirements, and the necessary
ethics committee processes.

6.2.2.

Principal investigators shall be responsible for the lawfulness, security, access authorizations,
and retention of personal data processed within the scope of research, as well as the actions to
be taken upon completion of the research.

6.2.3.

In collaborative research activities, the capacities of the parties as data controller or data
processor and their respective duties and obligations concerning personal data shall be
determined by agreements.

6.3. Administrative, Operational, and Managerial Processes
6.3.1.

Personal data relating to employees, students, alumni, prospective students, visitors, suppliers,
and other data subjects may be processed for the purposes of carrying out the University’s
human resources, student services, financial affairs, security, communications, contract
management, quality assurance, and other institutional activities.

6.3.2.

Personal data shall be used only by authorized persons and solely within the scope of their
duties. In academic, administrative, and managerial decisions that significantly affect
individuals, final assessment and responsibility shall remain with the authorized persons.

6.4. Sensitive Data and Activities Requiring Special Protection
6.4.1.

Stricter technical, administrative, and legal measures shall be applied to the processing of
sensitive data and to personal data processing activities that may have a significant impact on
individuals’ fundamental rights and freedoms.

6.4.2.

Access to sensitive data shall be restricted to authorized persons whose duties require such
access.
12



6.4.3.

Comprehensive monitoring, profiling, analysis conducted exclusively through automated
systems, large-scale data processing, and similar activities shall be subject to assessment by
the relevant institutional units before implementation.

7. Data Security, Retention, and Disposal
7.1.1.

Bahcesehir University shall take the necessary technical and administrative measures to
ensure an appropriate level of security in order to prevent unlawful processing of or unlawful
access to personal data and to ensure the secure retention of personal data.

7.1.2.

The confidentiality, integrity, and availability of personal data shall be protected through role-
and authorization-based access, institutional information security practices, and appropriate
recording and monitoring mechanisms.

7.1.3.

Technical and operational security measures shall be governed by the University’s regulations
concerning information security, access, devices, networks, databases, suppliers, retention,
and disposal.

7.1.4.

Personal data shall be retained for the period prescribed by the applicable legislation or
required by the purpose of processing. Where the conditions for processing and the need for
retention cease to exist, personal data shall be deleted, destroyed, or anonymized in
accordance with the relevant regulations.

8. Data Processors, Third Parties, and International Transfers
8.1.1.

Bahgesehir University may obtain services from data processors, sub-processors, third-party
service providers, and cloud service providers in the course of its activities.

8.1.2.

The duties, authority, confidentiality and security obligations, personal data breach
notification requirements, use of sub-processors, and end-of-service obligations of parties
processing personal data on behalf of the University shall be regulated by agreements.

8.1.3.

Third-party service providers shall undergo institutional compliance and security assessments
before being granted access to personal data.

8.14.

Pursuant to Article 9 of the Personal Data Protection Law and the relevant secondary

legislation, personal data may be transferred abroad where an Adequacy Decision issued by

the Personal Data Protection Board exists; where no Adequacy Decision exists, where one of
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the Appropriate Safeguards, including a Standard Contract or Binding Corporate Rules, has
been established; or where one of the exceptional circumstances for occasional transfers
specified by law applies.

8.1.5.

Where cloud or digital platforms used by the University store data on servers located abroad,
such services shall not be put into use unless the legal transfer mechanisms prescribed under
Article 9 of the Personal Data Protection Law have been established and the necessary
security measures have been implemented.

9. Personal Data Breaches, Applications, and Complaints
9.1.1.

Unauthorized acquisition, disclosure, alteration, loss, unavailability, or unlawful processing of
personal data shall be considered a personal data breach.

9.1.2.

Where a personal data breach or a suspected breach is identified, it shall be reported
immediately and without delay, in writing, to the Information Technologies Department and
the Office of Legal Counsel.

9.1.3.

Technical investigation, access restriction, and root-cause analysis relating to personal data
breaches shall be carried out by the Information Technologies Department, while legal
assessment processes shall be carried out by the Office of Legal Counsel in coordination with
the relevant units.

9.14.

Personal data breach notifications shall be made in accordance with the procedures and time
limits prescribed by the applicable legislation. Data subject applications, personal data
breaches, complaints, and corrective actions shall be recorded and monitored.

10. Governance and Responsibilities
10.1.

The Rectorate is the institutional owner of this Policy. The Rectorate shall provide senior
management oversight regarding the protection of personal data and oversee the institutional
coordination necessary for the implementation of this Policy.

10.2.

The Information Technologies Department shall carry out the daily technical and operational
coordination of the Policy and coordinate processes relating to personal data security,
information systems, the Personal Data Processing Inventory, technical examinations,
personal data breaches, and the technical aspects of data subject applications.

10.3.
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The Office of Legal Counsel shall carry out legal assessment and compliance processes
relating to the Personal Data Protection Law and assess the legal aspects of data subject
applications, privacy notices and explicit consent texts, personal data processing and transfer
agreements, personal data breach notifications, international transfers, and disputes.

10.4.

Academic and administrative units shall be responsible for ensuring that personal data
processing activities within their areas of responsibility are conducted lawfully, accurately,
currently, in a limited and proportionate manner; for providing the information necessary for
inclusion in the Personal Data Processing Inventory; and for cooperating with the relevant
units.

10.5.

Unit managers shall ensure that personnel are informed about this Policy and the relevant
regulations, that duties and access authorizations are kept up to date, and that risks or
breaches are reported in a timely manner.

10.6.

All persons covered by this Policy shall access personal data only within the scope of the
activities for which they are authorized, refrain from sharing personal data with unauthorized
persons, comply with the security rules established by the University, and report any personal
data breach or suspected breach without delay.

10.7.

Obligations relating to confidentiality and the protection of personal data shall continue after
the termination of an individual’s employment, education, project, or service relationship with
the University.

11. Training, Monitoring, and Continuous Improvement
11.1.

Bahgesehir University shall conduct regular training and informational activities to enhance
institutional awareness and competence regarding the protection of personal data.

11.2.

The scope and frequency of training shall be determined by considering individuals’ duties,
the types of data they process, their access authorizations, and the risks associated with their
activities.

11.3.

The University shall regularly monitor and evaluate the Personal Data Processing Inventory,
data subject applications, personal data breaches, retention and disposal processes, third-party
relationships, international data transfers, and training activities.

11.4.
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Relevant policies, procedures, agreements, and implementation processes shall be updated in
light of monitoring and audit findings, legislative changes, institutional requirements, and
implementation experience.

11.5.

Violations of this Policy shall be assessed, depending on the nature of the incident, within the
framework of the University’s student, personnel, contractual, disciplinary, and information
security regulations.

12. Commitment, Entry into Force, and Implementation
12.1.

Bahcesehir University recognizes the protection of personal data as one of the fundamental
conditions of institutional trust, academic freedom, research integrity, student and employee
rights, and responsible university governance.

12.2.

The University is committed to ensuring that personal data are processed lawfully,
transparently, securely, and accountably; that the rights of data subjects are protected; and that
a culture of data protection is developed across all academic and administrative processes.

12.3.

This Policy shall enter into force on the date of its approval by the Senate of Bahcesehir
University.

12.4.
The Rectorate is the institutional owner of this Policy.
12.5.

The daily technical and operational coordination of the Policy shall be carried out by the
Information Technologies Department, while legal assessment processes relating to the
Personal Data Protection Law shall be carried out by the Office of Legal Counsel.

12.6.

This Policy shall be reviewed regularly in light of legislative amendments, developments in
personal data processing activities, institutional requirements, audit findings, and
implementation experience.

12.7.

Operational details and implementation processes required under this Policy may be governed
by supplementary policies, directives, rules and principles, procedures, guidelines,
agreements, and other institutional regulations to be developed by the University.

12.8.

Where an inconsistency of interpretation arises between this Policy and other University
regulations, the applicable legislation, Senate resolutions, and superior University policies
shall prevail.
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